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Capacitaciones Pre y Post Congreso IFC-2023



Descargo de Responsabilidad

Cualquier información relacionada con productos, procesos o servicios comerciales 
específicos por nombre comercial, marca registrada, fabricante u otro, no constituye ni 
implica mi respaldo, recomendación o favorecimiento de dicho producto u organización. 



In the Beginning…
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This Photo by Unknown Author is licensed under CC BY-SA

??????

http://commons.wikimedia.org/wiki/File:US_Capitol_during_government_shutdown;_west_side;_Washington,_DC;_2013-10-06.JPG
https://creativecommons.org/licenses/by-sa/3.0/


Source: https://reefbuilders.com/2017/08/07/aquarium-controller-used-to-hack-casino/



Number of Internet of Things (IoT) connected devices worldwide from 2019 to 2023
(forecasts from 2022 to 2030)

(in billions)
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https://www.iot-now.com/world-of-iot/

https://www.iot-now.com/world-of-iot/
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Source: https://cetome.com/panorama



European Union/United States
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• The General Data Protection Regulation (GDPR)
Data created and transmitted via IoT devices may be subject to the General 
Data Privacy Regulation (GDPR).

• Baseline Security Recommendations for IoT
Critical information infrastructures.

• Cyber Resilience Act (DRAFT)
Protect consumers from insecure products by introducing common 
cybersecurity rules for manufacturers and vendors of tangible and intangible 
digital products and ancillary services.

• Cyber Security for Consumer Internet of Things: Baseline 
Requirements

• NIST Guides
The Cybersecurity for IoT Program’s mission is to cultivate trust in the IoT and 
foster an environment that enables innovation on a global scale through 
standards, guidance, and related tools.

• White House/OMB
Federal Agencies (CISA, FCC, DHS)



https://www.enisa.europa.eu/topics/iot-and-smart-infrastructures/iot/good-practices-for-iot-and-smart-infrastructures-tool

ENISA Good practices for IoT and Smart Infrastructures Tool
This tool intends to provide an aggregated view of the ENISA Good Practices for IoT and Smart Infrastructure that have been published the last years.

https://www.enisa.europa.eu/topics/iot-and-smart-infrastructures/iot/good-practices-for-iot-and-smart-infrastructures-tool




U.S. Cyber Trust Mark
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Easily identify smart devices and products that meet widely accepted 
security and privacy standards by looking for the U.S. Cyber Trust 
Mark logo. The logo would appear on packaging alongside a QR code 
that you could scan for more information. The QR code would link to 
a national registry of certified devices so that you could compare  
these devices and get the most and up-to-date security information 
about each.

The Federal Communications Commission (FCC) is seeking 
public comment on a proposal to create a voluntary 
cybersecurity labeling program that would provide consumers 
with clear information about the security of their internet-
enabled devices, commonly called “Internet of Things” (IoT) 
or “smart” devices.



IoT Cybersecurity Improvement Act of 2020
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• First federal law in the 
United States to regulate 
the security of IoT 
devices.

• Smartphones, laptops, 
and other electronic 
devices are not covered 
by the statute.

• IoT device manufacturers 
must follow new 
standards and regulations 
in order to meet these 
government agency 
requirements.
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TIME

Personally Identifiable Information



Geolocation
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Reduce the Risk!

• Know your risk. Discover IoT devices on the network.

• Patch printers and other easily patchable devices.

• Segment IoT devices across VLANs.

• Enable active monitoring.

Source: 2020 Unit 42 IoT Threat Report- https://unit42.paloaltonetworks.com/iot-threat-report-2020/
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