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Descargo de Responsabilidad

Cualquier informacion relacionada con productos, procesos o servicios comerciales
especificos por nombre comercial, marca registrada, fabricante u otro, no constituye ni
implica mi respaldo, recomendacion o favorecimiento de dicho producto u organizacion.
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In the Beginning...

This Photo by Unknown Author is licensed under CC BY-SA
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http://commons.wikimedia.org/wiki/File:US_Capitol_during_government_shutdown;_west_side;_Washington,_DC;_2013-10-06.JPG
https://creativecommons.org/licenses/by-sa/3.0/
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Number of Internet of Things (1oT) connected devices worldwide from 2019 to 2023
(forecasts from 2022 to 2030)
(in billions)
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https://www.iot-now.com/world-of-iot/

loT Cyber Security Regulations across the world

a8
Oigia, Cafure, European Union Radio Equipment Directive: Delegated Act for cyber security

— European Union Cybersecurity Act: IoT Certification Scheme
European Union Cyber Resilience Act

Mapping of loT Security Recommendations,
Guidance and Standards to the UK's Code of

Practice for Consumer loT Security United Kingdom
PSTI (Secure by Design)

Finland Tietoturvamerkki  Kingdom of Saudi Arabia United Arab Emirates
loT Regulatory Framework loT Regulation Policy

Oman
loT Security Regulatory Framewory

October 2018

China Guidelines for the Construction of
loT Basic Security Standard Systems
(2021 Edition)

Canada
PIPEDA (Focus on privacy)

United States of America Japan loT Security Safety Framework
Cybersecurity Improvement Act
State laws: California, Oregon, and more
Vietnam List of Baseline Cyber Security
Requirements for Consumer loT

»

Singapore loT Cybersecurity Labelling Scheme

Brazil
Requisitos de seguranga cibernética
para equipamentos para telecomunicagdes

Australia Code of Practice

>

India Code of Practice - Consumer loT Thailand /oT cyber security regulation S
Intermet of Things
for Consumers

B Regulation based on ETSI EN 303 645
¢ Cc€EtOMe

B Possible compliance by following ETSI EN 303 645
we make cyber work

On-going work
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European Union/United States
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The General Data Protection Regulation (GDPR)

Data created and transmitted via loT devices may be subject to the General
Data Privacy Regulation (GDPR).

Baseline Security Recommendations for loT

Critical information infrastructures.

Cyber Resilience Act (DRAFT)

Protect consumers from insecure products by introducing common
cybersecurity rules for manufacturers and vendors of tangible and intangible
digital products and ancillary services.

Cyber Security for Consumer Internet of Things: Baseline
Requirements

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

NIST Guides

The Cybersecurity for IoT Program’s mission is to cultivate trust in the 10T and
foster an environment that enables innovation on a global scale through
standards, guidance, and related tools.

White House/OMB
Federal Agencies (CISA, FCC, DHS)
NISTIR 8259A

IoT Device Cybersecurity Capability

@ Core Baseline
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ENISA Good practices for IoT and Smart Infrastructures Tool

This tool intends to provide an aggregated view of the ENISA Good Practices for loT and Smart Infrastructure that have been published the last years.

~
~

Smart tars

Smart Cities

Smart Hospitals
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practices-for-iot-and-smart-infrastructures-tool LOBAL CAMPUS



https://www.enisa.europa.eu/topics/iot-and-smart-infrastructures/iot/good-practices-for-iot-and-smart-infrastructures-tool

NISTIR 8259A

IoT Device Cybersecurity Capability
Core Baseline

Michael Fagan
Katerma N. Megas
Karen Scarfone
Matthew Smith

This publication is available free of charge from:
https://doi.org/10.6028/NIST IR 82594

NIST

National Institute of
Standards and Technalogy
U.5. Department of Commarce

NISTIR 8259

Foundational Cybersecurity Activities
for IoT Device Manufacturers

Michael Fagan
Katerina N. Megas
Karen Scarfone
Matthew Smith

This publication is available free of charge from:
https//doi.org/10.6028/NIST.IR.8259

NIST

National Institute of
Standards and Technology

U.5. Department of Commerce

NIST Special Publication 800-213

10T Device Cybersecurity Guidance for
the Federal Government:
Establishing IoT Device Cybersecurity Requirements

Michael Fagan
Jeffrey Marron
Kevin G. Brady, Jr.
Barbara B. Cuthill
Katerina N. Megas
Rebecca Herold
David Lemire

Brad Hoehn

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-213

NISTIR 8228

Considerations for Managing
Internet of Things (IoT)
Cybersecurity and Privacy Risks

Katie Boeckl

Michael Fagan
William Fisher

Naomu Lefkovitz
Katerina N. Megas
Ellen Nadeau

Danna Gabel O'Rourke
Ben Piccarreta

Karen Scarfone

This publication is available free of charge from:
https://doi.org/10.6028/NIST IR 8228

National Institute of
Standards and Technology
U.5. Department of Commerce

The Internet of Things (IoT)
December 2016

Chief Information Officer

U.S. Department of Defense

DoD Policy Recommendations for

NISTIR 8259B

IoT Non-Technical Supporting
Capability Core Baseline

Michael Fagan
Jeffrey Marron
Kevin G. Brady, Jr.
Barbara B. Cuthill
Katerina N. Megas
Rebecca Herold

This publication is available free of charge from:
hitps://doi.org/10.6028/NIST IR 8259B

NIST

National Institute of
Standards and Technology
U.5. Department of Commerce
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U.S. Cyber Trust Mark AL

Administra

JuLy g, 2023

Biden-Harris Administration
Announces Cybersecurity Labeling
Program for Smart Devices to Protect
American Consumers

CfftT » BRIEFING ROOM » STATEMENTS AND RELEASES

Leading electronics and appliance manufacturers and retailers make voluntary
commitments to increase cybersecurity on smart devices, help consumers choose

products that are less vulnerable to cyberattacks.

“U.S. Cyber Trust Mark” is the latest in a series of actions President Biden and
the Biden-Harris Administration have taken to protect hard-working families.

The Biden-Harris Administration today announced a cybersecurity
certification and labeling program to help Americans more easily choose
smart devices that are safer and less vulnerable to cyberattacks. The new “U.S.
Cyber Trust Mark” program proposed by Federal Communications
Commission (FCC) Chairwoman Jessica Rosenworcel would raise the bar for

cybersecurity across common devices, including smart refrigerators, smart

microwaves, smart televisions, smart climate control systems, smart fitness

26 o 29 de Ocrsbrs del 2023, Punie (n«;. Rop Dem

The Federal Communications Commission (FCC) is seeking
public comment on a proposal to create a voluntary
cybersecurity labeling program that would provide consumers

with clear information about the security of their internet-
enabled devices, commonly called “Internet of Things” (loT)
or “smart” devices. Recommended Criteria for Cybersecurity

Labeling for Consumer Internet of Things
(loT) Products

CYBER TRUST MARK National Institute of Standards and Technology

U.S. CYBER TRUST MARK VA Meh -1 R0l v TV 10 February 4, 2022

Easily identify smart devices and products that meet widely accepted
security and privacy standards by looking for the U.S. Cyber Trust This publication is available free of charge from:
Mark logo. The logo would appear on packaging alongside a QR code hutps://doi.org/10.6028 NIST.CSWP.02042022-2
that you could scan for more information. The QR code would link to
a national registry of certified devices so that you could compare
these devices and get the most and up-to-date security information
about each.
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loT Cybersecurity |

* First federal law in the
United States to regulate
the security of loT
devices.

Smartphones, laptops,
and other electronic
devices are not covered

by the statute.

loT device manufacturers
must follow new
standards and regulations
in order to meet these
government agency
requirements.
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PUBLIC LAW 116-207—DEC. 4, 2020 134 STAT. 1001

Public Law 116-207
116th Congress
An Act

To establish minimum security standards for Internet of Things devices owned
or controlled by the Federal Government, and for other purposes.

Be it enacted by the Senate and House of Representatives of
the United States of America in Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the “Internet of Things Cybersecurity
Improvement Act of 2020” or the “loT Cybersecurity Improvement
Act of 20207,

SEC. 2. SENSE OF CONGRESS.

It is the sense of Congress that—

(1) ensuring the highest level of cybersecurity at agencies
in the executive branch is the responsibility of the President,
followed by the Director of the Office of Management and
Budget, the Secretary of Homeland Security, and the head
of each such agency;

(2) this responsibility is to be carried out by working
collaboratively within and among agencies in the executive
branch, industry, and academia;

(3) the strength of the cybersecurity of the Federal Govern-
ment and the positive benefits of digital technology trans-
formation depend on proactively addressing cybersecurity
throughout the acquisition and operation of Internet of Things

15 USC 271 note.

15 TJSC 278g-3a
note.
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Geolocation
STRAVA (, Dashboard N  Training \  Explore v  Challenges Q v @

Q, San Salvador, San Sal ...
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Global Heatmap

Heatmap Color

Hot  Blue Purple Gray
Activity Type

All &b N
Heat Opacity

0% 40% 80%  100%
Layers

Map Labels

Map Styles

Dark Light Standard

Satellite Hybrid

Show 3D Terrain []

Discover how the heatmap was built.
Learn how Strava Metro can help your
“‘—"“! community.
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Reduce the Risk!

Know your risk. Discover loT devices on the network.
Patch printers and other easily patchable devices.

Segment loT devices across VLANS.
Enable active monitoring.
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